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Tactical, Non-Cooperative Biometrics 

DNA 

Skin 

Hair 

Emissions / Surface 
Chemicals 

IRIS / Pupil Body Image / Gait 

Heartbeat / Pulse 

Face 

Voice 
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Tactical, Non-Cooperative Biometrics 

TNCB – Obtaining biometric data, covertly, 
from stand-off distances 

 

1. Many promising technologies 

 

2. Future operations using autonomous systems 

 

3. Replaces human for identification and 
discrimination 
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Future… 
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Faster 

 

Lethal autonomy 

 

ICRC: “major qualitative 

change in the conduct of  
hostilities”  

 

Policy lag 



Intent in the Just War Tradition 

Jus in Bello – law of war; how the military should 
conduct itself in combat 

 
Right intention – A traditional principle where combatants 
should have an interior disposition such that they avoid 
returning evil for evil, show benevolence where appropriate, 
and are “upright” in character; over time, evolved into: 

  
Noncombatant immunity – unjust to attack 
indiscriminately; non-combatants or innocents are deemed 
to stand outside the field of war proper 
 
Proportionality – offensive action should not be excessively 
injurious to reach the desired military objective 
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Intent in Biometrics/TNCB 
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Can we still claim proper intention? 
 

 

 

Single modality 

Fusion 



Improving Confidence 
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Fusing data from several modalities, instruments & sensors 



1. It’s a probabilistic world, to include human 
behavior/intent 

 

 

 

 

 

2. Outcomes are better 
– Kant: possessing good intent is the only condition of 

moral activity, regardless of the consequences 

 

The Case for TNCB/Lethal Autonomy 
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QUESTIONS… 
 

Mark.swiatek@usafa.edu 

DSN 333-4014 

COM (719) 333-4014 

 

 

Contact 
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