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Conformance Testing for Standard Biometric 
Interfaces

Conformance Test Suites for BioAPI

Conformance Test Suites for CBEFF

Overview
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Conformance Testing
Standards based, high quality conformance testing leads to 
greatly increased levels of confidence in product 
conformance claims for developers & users.

It can also help ensure interoperability between standards-
based products and systems.

Conformance Test Suite (CTS) development for biometric 
interface standards such as BioAPI and CBEFF is a 
component of NIST/ITL Biometric Standards program.

Requirements for conformance to biometric standards 
(e.g., interfaces, biometric data formats) are already 
found in Government specifications (e.g., PIV, US-VISIT).

Development of Conformance Testing Tools in 
Support of Documentary Standards
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Conformance Testing
Captures the technical description of a specification and 
measures whether an implementation faithfully 
implements the specification. [NIST]

Conformity evaluation by means of testing. [ISO/IEC -
Guide 2]

Conformance Test Suite (CTS)
Test software used to ascertain conformance to a testing 
methodology described in a specification or standard. 

While CTS implementers should have freedom 
designing the CTS, there may be specific requirements 
that have to be fulfilled.

Definitions
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Conformance Testing Methodology Standard for ANSI 
INCITS 358-2002, BioAPI Specification

Two CTS implementations conforming to this standard are publicly
available:

NIST/ITL BioAPI CTS
www.itl.nist.gov/div893/biometrics/BioAPI_CTS/

DoD BTF BioAPI CTS
www.biometrics.dod.mil/Content/content.aspx?NavID=4&PageID=201

Test results derived from both CTS implementations were cross-
validated.

Conformance Testing Methodology Standard for Common 
Biometric Exchange Formats Framework (CBEFF) Data 
Structures

New project proposed to INCITS M1
NIST/ITL is currently developing a CBEFF Testing System for these 
data structures.

Conformance Testing Methodology 
Standards for Biometric Interfaces
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BioAPI Standards and NIST/ITL BioAPI CTS

The BioAPI The BioAPI 
Specification defines an Specification defines an 
open system standard open system standard 
application program application program 
interface (API) that interface (API) that 
allows software allows software 
applications to applications to 
communicate with a communicate with a 
broad range of broad range of 
biometric technologies biometric technologies 
in a common way.in a common way.
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BioAPI Standard and NIST/ITL BioAPI CTS

NIST/ITL BioAPI CTS Target:
Biometric Service Providers

57 Assertions
Uses a Customized 
Version of the Reference 
Implementation (RI) 
Framework
Uses the RI Registry 
Install BSP & Test
One XML Log per Suite 
of Assertions
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Graphical User Interface
(Java)

Assertion Processor
(Java)

Test Engine
(Java)

Java Native Interface
(C)

Log File

BioAPI / BioSPI Commands

JNI Function Results

Test Assertions
(XML)

BSP

Test Log (XML)

Test Verdicts:
Pass / Fail / 
Undecided / Error

Assertion File

BioAPI / BioSPI Command Results

Customized Framework
(C/C++)

JNI Function Calls

BioAPI / BioSPI Function Calls BioAPI / BioSPI Function Results

NIST/ITL BioAPI CTS Architecture

Implementation 
Under Test

Currently tests BSP conformance to ANSI INCITS 358-2002, 
BioAPI Specification
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NIST/ITL BioAPI CTS Screenshot

A number of Biometric 
Service Providers were 

used during CTS 
development/validation 
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Cross-Validation of Test Results 
between NIST/ITL and DoD BTF CTS

A number of test interactions took place until full 
cross-validation of test results was achieved
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CBEFF Basic Structure
Standard Biometric Header (SBH)
Biometric Data Block (BDB)
Signature/Security Block (SB)

SBH BDB SB

Common Biometric Exchange Formats 
Framework (CBEFF)

Defines a structure and a common set of data elements 
necessary to support multiple biometric technologies. It 
promotes interoperability of biometric-based application 
programs and systems by allowing for biometric data 
exchange.
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SBH BDB SB

The CBEFF SBH provides metadata for the BDB & SB.

BDB Format Owner
BDB Format Type
Creator
BDB Product Identifier
Security/Integrity options 

(e.g., encrypted/signed) 
Biometric modality
Data type (e.g., processed 

data)

The content is specified by the 
owner of the type as specified in 
the BDB Format Owner/Type 
field of the SBH. 

The BDB content can be a non-
standard format or a data format 
developed or adopted by a 
Standards Body (e.g., INCITS 
M1, JTC 1 SC 37).

Common Biometric Exchange Formats 
Framework (CBEFF)

Contains 
integrity/encryption 
information
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Controller
Manifest (XML)

Binary File(s)

Logs (XML) & 
Reports (HTML, 
etc.)

The Controller supports Testing Modules for each of the components of a 
CBEFF structure.

NIST/ITL is currently developing SBH CTS implementations for selected 
CBEFF Patron Formats (e.g., CBEFF Generic Patron Format based on
ISO/IEC 19785-1 data elements and INCITS 398-revised Patron Format A).

NIST/ITL CBEFF CTS
Architecture

. . .. . . . . .. . . . . .. . .
SBH ModulesSBH Modules BDB ModulesBDB Modules SB ModulesSB Modules
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ControllerTest Cases (XML)
Logs (XML) & 
Reports (HTML, 
etc.)

Test Cases help verify the Controller and Test Modules are working 
properly.

Test Case Types – more testing with fewer test case files.
Full
Structure Only
Data Only
Partial Structure & Data

NIST/ITL CBEFF CTS
Architecture

. . .. . . . . .. . . . . .. . .
SBH ModulesSBH Modules BDB ModulesBDB Modules SB ModulesSB Modules
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NIST/ITL CBEFF CTS
Sample Test Case
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NIST/ITL CBEFF Controller/SBH Screenshots

Manifest (input 
to CTS) & Test 
Case editor

Tests Binary Files for Conformance to 
a CBEFF Patron Format
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NIST/ITL CBEFF Controller/SBH Screenshots
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Contact Information & Web Sites

INCITS M1:   INCITS M1:   http://www.incits.org/tc_home/m1.htmhttp://www.incits.org/tc_home/m1.htm
INCITS: INCITS: http://www.incits.org
JTC 1 SC 37: JTC 1 SC 37: http://www.jtc1.orghttp://www.jtc1.org (select SC37)(select SC37)
ISO: http://ISO: http://www.iso.orgwww.iso.org

Fernando Podio
Computer Security Division
NIST/ITL
1.301.975.2947
fernando.podio@nist.gov


