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Topic: Threat Models - how can we compare different authentication methods?

Abstract: We are well used to password authentication. Governments and commercial
organisations have worked out how to specify password requirements in terms of hashing algorithms and
length and randomness of passwords, and how to relate these parameters to the perceived threat from
technically sophisticated attackers using password crackers, reverse engineering and other techniques.

Passwords though have their own weaknesses and they are not always suitable for the wide range
of e-authentication requirements in the modern world. To fill these gaps we have seen a big growth in the
use of tokens (in varying forms and levels of sophistication) and, more recently, biometrics. The
introduction of new authentication technologies has served to highlight weaknesses in the traditional
ones, but the truth is that all the technologies have inherent strengths and weaknesses, usually in different
areas. The intrinsic differences make it hard to compare authentication mechanisms and determine their
relative security. The problems are further complicated when considering multi-factor authentication.

This presentation will examine some of the issues and formulate a possible approach. It will
outline a CESG-developed proposal that attempts to balance the desire to produce a realistic, quantifiable
outcome while avoiding undue complexity
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