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Abstract:       
Biometric anti-spoofing or spoof detection for a fingerprint sensor can be done using optical 

techniques that examine the subsurface skin properties. In particular, by collecting images using multiple 
wavelengths of illumination light and different optical polarization conditions, genuine skin can be 
readily distinguished from many different materials and methods used for spoofing. In addition, the 
resulting multispectral images can be used to enhance the ability of the sensor to achieve good biometric 
performance over a broader range of physiological and environmental conditions. Such performance 
enhancement enables the matching threshold to be made more stringent than it otherwise could, which 
further increases the overall system security against spoof attempts.  

 
In this talk, we discuss how multispectral imaging may be used to provide greater protection 

against spoofs while also increasing the usability of a fingerprint sensor.  
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