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Abstract:

This presentation introduces a novel approach to secure area control by combining video
surveillance with access control information from a biometric (such as face recognition, iris scan,
fingerprint or hand geometry) or a card based access control system. Access Control systems use a wide
spectrum of identification methods from tokens, smart cards to most sophisticated biometrics, to provide
only authorized personnel with access to secured areas. However, the system does have a major point of
failure - the user. Despite the efforts of manufacturers to create additional capabilities and technology to
address the shortcomings of the user, the problem of unauthorized access still persists. Depending on
the level of security, the realization of risks associated with such a breach can vary from inconvenience
to significant security issues.

The proposed system detects and tracks people outside the secure area using state-of-the-art video
object tracking, recognizes the “access event” from the video and tracks the people, with their unique
ID's, to detect suspicious events, such as the person who gained access moves away from the door, or
another person approaches to the door at the same time.
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