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Topic: Biometric System Threats and Countermeasures: A Risk Based Approach to Assessment

Abstract: Increasing performance rates, growing societal acceptance; The market for biometric
systems is growing and the prospects seem to be bright. But, similar to other security technologies, there
is a need for realistic assessment of potential risks brought by the increased deployment. Currently, the
opinions regarding the deployment of biometrics authentication in large scale Web based systems range
from highly skeptical to exceedingly optimistic. In this presentation we discuss a broad range of
potential security threats pertinent to biometric authentication and outline a risk assessment methodology
that prioritatizes the development of the countermeasures.

Biography: Dr. Bojan Cukic is an associate professor of Computer Science and Engineering at
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synthetic iris and cryptographic protection of biometric test databases.
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