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Topic: Biometrics and E-Authentication

Abstract: Biometrics offer many advantages for personal authentication. Not the least of these is
that you can't easily forget your biometric, nor is a biometric as easy to give to someone else as a
password. It is natural to want to use biometrics when authenticating to remote computer systems. But
in the general case of remote electronic authentication, where the biometric capture is not attended or
supervised by the verifier, how does a verifier, looking at a message from some remote system,
somewhere on the Internet, tell if the biometric in the message is a fresh capture, an old electronic copy,
an artifact synthesized by a computer program, or even just something produced by a "gummy" model?
We use well-understood protocols based on secrets for remote authentication, but it seems on the face of
it very hard to keep a biometric truly secret. It seems obvious that more fully exploiting biometrics for
remote authentication could potentially improve both security and convenience. NIST held a workshop
on this issue in February 2005 and is working to find ways to incorporate biometrics into the framework
of NIST SP 800-63, the NIST guidance on electronic authentication. This talk will discuss the results of
that workshop and the issues NIST sees with using biometrics for remote authentication.
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