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Overview of San Francisco International AirportOverview of San Francisco International Airport

Commitment to Commitment to exceedexceed Aviation Security regulatory Aviation Security regulatory 
standardsstandards——Aviation Transportation Security ActAviation Transportation Security Act

Historical and systems perspectivesHistorical and systems perspectives

Strategies for deployment of Access Control Strategies for deployment of Access Control 
System (ACS)System (ACS)

IntroductionIntroduction
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SFIA implementation of Biometric SFIA implementation of Biometric 
TechnologyTechnology——Recognition Systems Inc. Recognition Systems Inc. 
(RSI)(RSI)

DynamicsDynamics of Biometric Access Controlof Biometric Access Control——
Increased Security/Reduced VulnerabilityIncreased Security/Reduced Vulnerability

Introduction (Cont’d)Introduction (Cont’d)
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Advantages of Advantages of Biometric TechnologyBiometric Technology

Systems deployment, operations, administration, Systems deployment, operations, administration, 
and performanceand performance

SummarySummary

Introduction (Cont’d)Introduction (Cont’d)
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Ensure high security integrityEnsure high security integrity

Exceed TSA regulatory requirementsExceed TSA regulatory requirements

Enhance security performanceEnhance security performance

Improve systems with advanced technologiesImprove systems with advanced technologies

Elevate operational effectiveness and efficiencyElevate operational effectiveness and efficiency

Security PhilosophySecurity Philosophy
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Aviation Security VisionAviation Security Vision

PEOPLE

Action
Awareness

Involvement

PROGRAM

Airport Security 
Program (ASP)

TSA 
Regulations

Security
Integrity

TECHNOLOGY

ACS
IR Readers
Biometrics

…Blending People, Programs and Technology…Blending People, Programs and Technology
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ObjectiveObjective——greater control around greater control around 
terminal facilities, ramp and aircraft terminal facilities, ramp and aircraft 

Provide access to authorized individualsProvide access to authorized individuals

Deny unauthorized access Deny unauthorized access 
Differentiate authorized areas for accessDifferentiate authorized areas for access

TSR 1542.207 TSR 1542.207 ---- “Secured Area”“Secured Area”
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Air Operations Area (AOA)Air Operations Area (AOA)
Terminal AreasTerminal Areas

Public NonPublic Non--Sterile AreasSterile Areas
Public Sterile Areas (boarding areas)Public Sterile Areas (boarding areas)
Restricted Areas (employee offices)Restricted Areas (employee offices)
Secured Area (aircraft and ramp)Secured Area (aircraft and ramp)

Critical Security AreasCritical Security Areas
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TSR 1542.207 TSR 1542.207 –– “Secured Area”“Secured Area”

ID Card/Hand Geometry Readers provide access controlID Card/Hand Geometry Readers provide access control
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Begins with Identification (ID) MediaBegins with Identification (ID) Media——Card ReaderCard Reader
Combines with Biometric TechnologyCombines with Biometric Technology——Hand ReaderHand Reader

Authorized Access Control @ SFIAAuthorized Access Control @ SFIA

……Dual systems provide utmost access controlDual systems provide utmost access control
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Application with employer’s endorsementApplication with employer’s endorsement
Valid supporting identification mediaValid supporting identification media
Background investigationBackground investigation
Fingerprint analysisFingerprint analysis

Access Control System EnrollmentAccess Control System Enrollment
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Biometric ChoicesBiometric Choices

Hand GeometryHand Geometry

FingerprintFingerprint

FaceFace

IrisIris
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Biometric ComparisonsBiometric Comparisons

User Acceptance

Large Scale Airport Access Experience

Fast Throughput

Outdoor Performance Maintained

Low False Accept Rate

Low False Reject Rate

Enrollment –Low Failure Rate, Fast

Requirements

Hand Geometry Fits
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Historical PerspectiveHistorical Perspective

Access Control System (ACS)Access Control System (ACS)——
Biometric Technology…hand Biometric Technology…hand 
geometrygeometry

Used at SFIA for the past 13 yearsUsed at SFIA for the past 13 years
Initially…Domestic TerminalsInitially…Domestic Terminals
New International Terminal ComplexNew International Terminal Complex
Selected AOA perimeter facilitiesSelected AOA perimeter facilities
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Systems PerspectiveSystems Perspective

ACSACS——Biometric Technology…hand geometryBiometric Technology…hand geometry

Originally installed by Center Pointe Systems, Originally installed by Center Pointe Systems, 
Inc.Inc.
Started with 386 PC 33 MHz & 100 MB HD file Started with 386 PC 33 MHz & 100 MB HD file 
server with DOSserver with DOS
Upgraded computer systemUpgraded computer system 55 timestimes
Today…two Pentium II PC 300 MHz cross Today…two Pentium II PC 300 MHz cross 
connected file servers with new OS 2connected file servers with new OS 2
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Overarching Mission of BiometricsOverarching Mission of Biometrics

Limitations of Card Reader SystemLimitations of Card Reader System
Card readers ONLY identify authorized Card readers ONLY identify authorized 
cards for access…not individualscards for access…not individuals

Advantages of Hand Geometry Advantages of Hand Geometry 
SystemSystem

PositivelyPositively validates individuals with validates individuals with 
authorized accessauthorized access
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Vulnerability IndexVulnerability Index

Security Level

Vulnerability

SIDA
ID

Increased Vulnerability 
and Decreased Security

Security Level

Vulnerability
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Vulnerability IndexVulnerability Index

Security
 Level

Vulnerability

SIDA
ID

Increased Security and
Decreased Vulnerability 

Security
 Level

Vulnerability
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Personnel Requiring AOA AccessPersonnel Requiring AOA Access

Airport Commission, SFPD & SFFDAirport Commission, SFPD & SFFD
Air Carriers and Cargo OperatorsAir Carriers and Cargo Operators
Federal AgenciesFederal Agencies
ConcessionairesConcessionaires
Catering ServicesCatering Services
VendorsVendors
ContractorsContractors
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Biometrics AirportBiometrics Airport--widewide

Approximately Approximately 15001500 access portalsaccess portals

200+200+ access portals  equipped with access portals  equipped with 
Card/Biometric Hand Readers (full Card/Biometric Hand Readers (full 
ACS)ACS)

Deployed at Deployed at allall access portals access portals 
leading directly to the leading directly to the Secured AreaSecured Area



21

Biometrics Performance/DataBiometrics Performance/Data

System transactionsSystem transactions——over 250,000 per over 250,000 per 
dayday
Average processing timeAverage processing time——less than 15 less than 15 
secondsseconds
ReliabilityReliability——99.99% 99.99% 
System capabilitySystem capability——upgradeable and upgradeable and 
expandableexpandable
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Deployment of RSI SystemDeployment of RSI System

Access Portal leading Access Portal leading 
to AOAto AOA
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Access Control ArchitectureAccess Control Architecture

Turnstile VestibuleTurnstile Vestibule
with Card/Hand Geometry Readerwith Card/Hand Geometry Reader
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Systems Database AdministrationSystems Database Administration

License and Permit BureauLicense and Permit Bureau
Performs initial enrollmentPerforms initial enrollment

Aviation SecurityAviation Security
Information Systems (IS) Technician   Information Systems (IS) Technician   
programs and maintains databaseprograms and maintains database

Information Technology and TelecomInformation Technology and Telecom
Provides oversight, guidance and  Provides oversight, guidance and  
managementmanagement



25

System MaintenanceSystem Maintenance

Airport Electrical DivisionAirport Electrical Division
MDI/RSI trained personnelMDI/RSI trained personnel

Vendor/Contractor SupportVendor/Contractor Support
Provide hardware components  and Provide hardware components  and 
technical supporttechnical support
Assist SFIA team with installationAssist SFIA team with installation
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Organizational ResponsibilitiesOrganizational Responsibilities

Aviation SecurityAviation Security
Policy and proceduresPolicy and procedures
Regulatory compliance Regulatory compliance 
Strategic planningStrategic planning

License and Permit BureauLicense and Permit Bureau
Enrollment & trainingEnrollment & training
ID media issuanceID media issuance
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System ConfigurationSystem Configuration

File server with PCsFile server with PCs

Telephone and fiber optic linesTelephone and fiber optic lines

Uninterrupted Power Supply (UPS)Uninterrupted Power Supply (UPS)

Card Card swipeswipe and biometric hand readersand biometric hand readers

ID access media (badges)ID access media (badges)
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Access Control System OverviewAccess Control System Overview
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Access Control System OperationAccess Control System Operation

L o c a l
A c c e s s  C o n t r o l

T e r m in a l

C a r d
R e a d e r

H a n d
R e a d e r

R T U

C o p p e r  W i r e

M a g
L o c k

D o o r
S w i t c h

D o o r

S p e c ia l  S y s t e m s  R o o m  ( S S R )
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Access ControlAccess Control——Applying Error RatesApplying Error Rates

A False Reject can occur with A False Reject can occur with EVERYEVERY use use 
of the   systemof the   system

A False Accept can A False Accept can ONLYONLY occur when an occur when an 
unauthorized person makes an attemptunauthorized person makes an attempt

“There are a lot more Good Guys”“There are a lot more Good Guys”
(quote by(quote by
Bill Spence, RSI)Bill Spence, RSI)
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Unparalleled AccuracyUnparalleled Accuracy

The Lowest False Reject in the Field

• Field Demonstrated 0.1% False Reject Rate
– Demonstrated average 0 .1% false reject rate over 6 months
– Data is  from a US  Nuclear Power Plant
– Over 250,000 transactions 
– 2,800 users
– 0.1% False Accept R ate

False Reject Rate Over Time
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Unparalleled SpeedUnparalleled Speed

High throughputHigh throughput
Quick positioning timeQuick positioning time
Verification time 1 second or lessVerification time 1 second or less

A low false reject rate is CRITICAL…A low false reject rate is CRITICAL…

AuthorizedAuthorized workers must get through workers must get through 
the door!the door!
System provides lowest false reject rate in System provides lowest false reject rate in 
difficult environments…0.1%difficult environments…0.1%

Real world data backs it up, Real world data backs it up, dailydaily
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Systems Operability ChecksSystems Operability Checks

DailyDaily –– online status check online status check 
DailyDaily –– database backupdatabase backup
MonthlyMonthly –– summary of invalid summary of invalid 
cardscards
AnnualAnnual –– system system 
verification…test of databaseverification…test of database
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SummarySummary

Applied Biometric Technology…hand Applied Biometric Technology…hand 
geometrygeometry

Easy to use and extremely reliableEasy to use and extremely reliable
Highly effective for access control Highly effective for access control 
validationvalidation
Fast throughputFast throughput
Decreases vulnerability while Decreases vulnerability while 
increasing securityincreasing security
Well suited for airport environmentsWell suited for airport environments
Economically feasibleEconomically feasible
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Thank YouThank You

Questions ?Questions ?


