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Protecting Privacy: Models, Protecting Privacy: Models, 
Principles and FrameworksPrinciples and Frameworks

Considering Biometric Privacy Identifier Considering Biometric Privacy Identifier 
Acts Acts 
Code of Fair Information PracticesCode of Fair Information Practices
Organization of Economic Cooperation and Organization of Economic Cooperation and 
Development PrinciplesDevelopment Principles
Health Information  Portability and Health Information  Portability and 
Accountability Act (HIPAA)Accountability Act (HIPAA)
GrammGramm--Leach Bliley (GBL)Leach Bliley (GBL)



OECD: Guiding PrinciplesOECD: Guiding Principles
Purpose Specification PrinciplePurpose Specification Principle
Openness PrincipleOpenness Principle
Collection Limitation PrincipleCollection Limitation Principle
Data Quality PrincipleData Quality Principle
Accountability PrincipleAccountability Principle
Use Limitation PrincipleUse Limitation Principle
Individual Participation PrincipleIndividual Participation Principle
Security SafeguardsSecurity Safeguards
Balancing Security and PrivacyBalancing Security and Privacy



The Privacy Act of 1974The Privacy Act of 1974

ApplicationApplication
Consent (Routine Use Exclusion)Consent (Routine Use Exclusion)
NoticeNotice
Reasonable Procedure For Correcting Reasonable Procedure For Correcting 
InformationInformation
Review of InformationReview of Information



Comparing Privacy PoliciesComparing Privacy Policies
HIPAAHIPAA

Defining Permitted UsesDefining Permitted Uses
Consent Consent 
Instances of nonInstances of non--ConsentConsent
NoticeNotice
Limitations on Usages InformationLimitations on Usages Information
Sharing of InformationSharing of Information
Security RuleSecurity Rule



GrammGramm--Leach BlileyLeach Bliley

ConsentConsent
Notice: optNotice: opt--outout
Sharing of Information: AffiliatesSharing of Information: Affiliates
SecuritySecurity



The Biometrics Identifier Privacy The Biometrics Identifier Privacy 
Act: a point of comparisonAct: a point of comparison

Consent?Consent?
Exemptions?Exemptions?
Notice?Notice?
Reasonable Procedure for Correcting Reasonable Procedure for Correcting 
Information?Information?
Use, collection and purpose limitation?Use, collection and purpose limitation?
Information Sharing?Information Sharing?
Data quality?Data quality?
Security Safeguards?Security Safeguards?
Accountability?Accountability?



Too Narrow, Too BroadToo Narrow, Too Broad

Modification of consent to allow Modification of consent to allow 
exemptionsexemptions
The prerequisites of consent: Knowing, The prerequisites of consent: Knowing, 
limits, uses, disclosurelimits, uses, disclosure
Notice RequirementsNotice Requirements
Information Sharing PolicyInformation Sharing Policy
Technological, Administrative, Physical Technological, Administrative, Physical 
SafeguardsSafeguards
Transparency and AccountabilityTransparency and Accountability


