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Some Needed Biometrics 
Systems Research

Accuracy: 
What are process accuracies? 

(No need to be better than them.)
What are the representative populations? 

(Where accuracy is critical.)
What are the best sample ages for subjects? 

(How stable are biometrics?)
How can enrollment be standardized? 

(Ease of capture, background, …)
Resolution of multiple biometric indicators 

(e.g. 2 index vs. 8 flat)

Vulnerabilities
System attack vulnerabilities 

(e.g. denial of service)
Insider threat 
Hacking
Spoofing
Operational vulnerabilities 

(e.g. distraction and vigilance)

Legacy Issues
Forensics needs

– latency of fingerprints, 
– mug shots, 
– profiles and 3/4 pose views (INS legacy)

Interpretability by humans
– is expert interpretation needed? Or wanted?
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New Issues in Biometrics 
Research 

New biometrics
Face
– Skin texture and reflectance
– 3D Face 

Speaker ID
Template aging
Simulation, e.g., synthetic aging
Other: 

Thz scanning 
fingerprint @ distance
multi-biometrics

Biometrics interoperability
Ability to use alternative documents
Virtual national ID’s (or not)
Chain of identity evidence (bona fides)
Alternate biometrics

Technology Review, June 2004, P. 21

Dataface, http://face-and-emotion.com/dataface/facets/aging.jsp
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Public Concerns about 
Biometrics

Resolution of false positives

Resolution of database errors

Function creep

Data protection and privacy
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Summary: New Directions 
for Biometrics Research

Evaluation
– Need for system evaluations as well as 

technology evaluations

– Scenario Tests 

– Evaluation Standards, common testing and 
reporting

Design of hardened systems
Socio-technical considerations

http://www.strategosinc.com/socio-technical.htm
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