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Required evalu materials

Life-cycle documentation

Development tool
documentation

Security Policy model
Correspondence analyses

Installation and start-up
procedures

Delivery procedures
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User Threats
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Capture Threats
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Imposter inserts valid sample directly
Into the Extraction component

Imposter intercepts extracted features
during transmission from Extraction
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Comparison Threats
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Biometric tion profiles
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Additional mation

on Criteria website:
ncriteria.orqg

mon Criteria website:
st.gov/cc-scheme

lon Methodology document:
)V.Uk/site/ast/index.cfim?menuSelected=
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ns

aterials from the vendor

EAL1 Evaluation — “basic” level of assurance

Security Target

Target of Evaluation (TOE) suitable for testing; TOE = all or part of a product

Administrator Guidance

Secure installation, generation, and start-up procedures

Functional Specification

User Guidance

Correspondence Analysis between the TOE summary specification and the functional
specification
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lons

aterials from the vendor

EALZ2 Evaluation —
“low to moderate” level of assurance

Same as EAL1, plus:

Configuration management documentation

Delivery documentation

High-level design

Test documentation

Correspondence analysis between the
functional specification and the high-level
design

Test coverage evidence

Test procedures

Test coverage analysis

Strength of TOE Security Function analysis

Vulnerability analysis

Strength of function (SOF) claims analysis
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erials from the vendor

EAL3 Evaluation — “moderate” level of assurance
Same as EALZ2, plus

Development security documentation

Depth of testing analysis
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EAL4 Evaluation -
“moderate to high” level of assurance

Same as EALZ3, plus:

Low-level design

Subset of implementation
representation

Correspondence analysis between high-level
and low-level design

Correspondence analysis between low-

level design and the subset of
Implementation representation

TOE security policy model

Life cycle definition

Life cycle definition documentation

Development tool documentation

Misuse analysis of the guidance
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EAL?2 (est. 4-6 months @ 2 evaluators and part of technical lead)
Step # of sub-steps
Evaluation Input Task 2
Evaluation of the Security Target (ST) 78
Evaluation of the configuration management 7
Evaluation of the delivery and operation documents 5
Evaluation of the development documents 20
Evaluation of the guidance documents 14
Evaluation of the tests 12

Testing 11
Evaluation of the vulnerability assessment 18
Evaluation Output Task 2

TOTAL 159 m
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EALA4 (est.10-12 months @ 2 evaluators and part of technical

Step

# of sub-steps

Evaluation Input Task 2
Evaluation of the Security Target (ST) 78
Evaluation of the configuration management 26
Evaluation of the delivery and operation documents 7
Evaluation of the development documents 49
Evaluation of the guidance documents 14
Evaluation of the life cycle support 9
Evaluation of the tests 20
Testing 11
Evaluation of the vulnerability assessment 34
Evaluation Output Task 2
TOTAL 242
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