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Agenda

e Introductions
e Information Assurance

e Driver’s License
Modernization Program

Value Added Proposition
e Q&A Discussion
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Introductions

Skilled, Experienced &
Knowledgeable Resources

 Industry Experience (i.e., Banking,
Government, Manufacturing, etc.)

o Security Clearances Experience

e Information Assurance

Method Approach
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Introductions - Alliance Partnership
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Introductions - Relative Experience

e DoD Common Access Card (CAC)
(Smart Card Senior Coordination Group)
* DOD Smart Card Office
(Purchase Card, PowerTrack, Travel Card,
Fleet Card, Aviation Card, ATM at Sea/Cash Card)
» Department of State & Immigration Naturalization Services
(183 countries and Consulate Affairs, 7 million
cards in circulation, Integrated finger/face
biometric, Convert from laser card to
smartcard, Registration & Authentication,
Streamlined process)
» Global credit, debit, and ATM transaction processing
(3 million merchant locations, 1,400 card issuers, 325 million card accounts on file
worldwide, more than 195 countries and territories, $2 trillion annually)
* Finland & Sweden National ID Card
 Financial Industry
(CNG Financial, Fleet Bank)
 Developing Policy and Standards for AAMVA
* Business Process Re-engineering Modernization Project — CA, M1, MN, and others
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Introductions - Relative Experience

U.S. Department of the Navy Naval Supply Systems Command Smart Card Program

IA Strategies supported the U.S. Department of the Navy’s (DON) Naval Supply Systems Command (NAVSUP) eBusiness Operations Office by
providing transition, management analysis, and technical expertise for its card programs. Using a team-based approach, SIGNAL Corporation served
as the prime contractor, coordinating and managing the project, while 1A Strategies provided critical expertise in Electronic Business / Electronic
Commerce (EB/EC) technologies.

Project: Certification and Accreditation (NIACAP Process) for the U.S. Department of Justice

1A Strategies conducted a Certification, Accreditation and Risk Assessment of the critical infrastructure ""JUST"" security network for the Office of
the Chief Information Officer, U.S. Department of Justice (DOJ). As part of this work, we developed Implementation Guides and supporting
documentation to assist DOJ and interfacing agencies, i.e., the FBI, CIA, INS, and EOP, in making risk management decisions. We performed risk
assessment for the JUST computing environment within the DOJ facilities located in Washington D.C., and the De-Militarized Zone (DMZ) in
Rockville, MD.

Information Assurance Assistance for the Defense Information Assurance Program (DIAP) Office

IA Strategies provided financial management support, project management and information assurance assistance to the Defense Information Assurance Program
(DIAP) in the Office of the Assistant Secretary of Defense. We supported the Planning, Programming and Budgeting System (PPBS) process and the writing,
publishing and distribution of the DoD Chief Information Officer Information Assurance Annual Report to Congress. In addition, the IA Strategies team
researched and drafted a comprehensive Broad Area Review (BAR) report of DoD Integrated Protection.

Development of Information Systems Security Approach for the Federal Aviation Administration

The Federal Aviation Administration (FAA) has the primary responsibility for the safety of the nation’s civil aviation, particularly the National
Airspace System (NAS). Given the dependence of the FAA upon highly specialized computer systems, the agency is very dedicated to ensuring that
these systems are secure and security threats are minimized. In response to the Presidential Decision Directive (PDD) 63 and the increased risk of
cyber threats, the FAA identified hundreds of systems supporting the national airspace system to be assessed and, if required, modified to minimize
the risk of a security breach. The FAA selected IA Strategies to provide technical and management support in the planning, integration, coordination,
and implementation of Information Systems Security (ISS) FAA-wide.
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Information Assurance

Information Assurance

“The process of protecting and
defending our information and
information systems by ensuring
confidentiality, integrity, availability
and accountability. This extends to
restoration by incorporating
protection, detection,
monitoring and reaction
capabilities.”
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Information Assurance

1 - Program Management
2 - Interoperability

3 - Risk Management

Information
Assurance

Confidentiality

AcCcCess
Comfort

Convenience Integrity

Customization Accountability

" Independence Availability
Environmental Privacy Restoration

Personnel
Physical
Technolog

Policy 8
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Drive’s License - Functionality

Smart Chip

Data storage
access
via Internet

Smart Chip

Microprocessor
Multi-app. capability
(“really smart” cards)

Memory
Single app.- stored value ©
(chip cards)

Disposable Reusable Standard 2 Processor
anonymous personalized processor crypto
64 bits - 64K PIN 1-16K engine
bits memory (Mondex)
Biometrics PKI
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TEXT PHOTO

FACIAL TEMPLATES Finger
TEMPLATES

Total information less than 1k memory

Holistic Approach
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Wireless Interoperability

Information Assurance Solutions For Business Applications

Centralized
Moretoring and Secure Authorized Review
IManagemant Administration And Data Mining

T

Site-bo-Sibte PN

User i Smart Card
SmartCarg = Reader =
= f
— 2 2 ~ Distributed, ey |
e 2 I Redundart [
Access L= < Driwver Information
Network = 2 Database
S s L
& _ 1t : :
= ==} % @
ser= Jo— H
Wieb a
Access
Wireless
Access
Interagency
Access



Driver’s License - Transition

Chip:
- Single app.-stored value

- Disposable anonymous 64 bits
- Personalized PIN

- Microprocessor Multi-app.

- Standard processor 1-16K memory
- 2 Processor crypto engine

- Biometric(s)

Driver’s License

Front
West Virginia

Current D

Customer No.
123-45-6789

1234 Street
City, State,
County

2-D Bar Code Technology
- Text
- Photo
- Finger Template
- Facial Template
Total less than 1K memory

All privacy information is in th
for anyone to read
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Driver’s License Modernization- Migration

Fist State Soreaten Intra State Transactions
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Commerce Card - Commercial Use

Employee  Privacy

Accountability
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Driver’s License Evolution

Privacy
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Summary

SO ...

A the card may look like a
smart card, but It I1s actually
one of the smallest secure
portable computers in the
world 11!
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Value Added Proposition

» Longterm Partnership Relationship
» Process Impact Experience

» Industry Thought Leadership

> Flexible Business Process

» Project Management Methodology
» Low Cost (redundancy & ROI)

» Speed to Market

» Scalability

» Seamless Implementation

» Metrics Program

» A solution that works . . . today! )
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Review

e Introductions

* Information Assurance
 Driver’'s License Modernization Program

 Value Added Proposition
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