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Goals

- Assess performance on large real-world data sets

- Identify new promising approaches
- Measuring progress on hard problems

- Pose variation

- Images taken months/years apart

- Video sequences
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Team
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Participants viz
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Terminology

Gallery (known images)
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Human 1D Evaluation Framework

e HEF allows measurement of biometric performance
empirically:

— Available to other biometrics (face, fingerprint, iris ...)
— Composite biometrics (face + fingerprint, face + gait ...)
- Off-line (live human subjects not required)

- Repeatable (across many vendors)

— Proctored (real ids hidden from vendors)

- Very large numbers of subjects

- FERET Protocol as previously in FERET, FRVT 2000

— Suitable for
e ldentification, Verification, Watch List
e Different scenarios
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Human 1D Evaluation Framework vi
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Biometrics : The Problem VI
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Biometric Uses

e ldentification (1-N)
- Who is that?

e Verification (1-1)
— Is he who he claims to be?

 Watch list (1-N)

— Is he on the watch list, and if so, who is he?
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Identification (1-N) vt

14

Operationally: Compare current image with all images.
How many are matched within top K guesses

A

Fraction correct

Increasing Gallery Size: as gallery size
increases performance degrades

>
Rank, K
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Verification (1-1)

5

Operationally: Compare current image with previous image.
Decision: Accept or reject a claim?
Vary Threshold: Tradeoff bad guys in vs good guys out

A

Increasing Threshold: Fewer false accepts but
also more false rejects

Prob. True Accept

>
Prob. False Accept NIST
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Watch List (1-M < N) Vs

Operationally: Compare current image all in watch list
Decision: Accept or reject a claim? 1T rejected, then who
IS It?

Threshold: Tradeoff stopping friends vs missing bad guys

A

Increasing Size of Watch List

Prob. of Identification

>
Prob. of False Stop NIST
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Normalization

Similarity element s; = f(x;, X;) I.e. just a function of

two images. But there is information in the other scores.

Option 1. Use information in
the probe to gallery elements

Probe Result

Option 2: Use information in both
probe to gallery and gallery x
gallery elements

Probe Result

Gallery

Gallery
|
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Standard Error vIE

5

Problem: How Stable are the Estimates of Performance
Method: Divide the data; make multiple estimates.

»
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Prob. True Accept
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Standard Error & Confidence vis

« Observed Statistical Differences
Between Standard Error & Confidence

Standard Error

— measurable observed variation

Confidential Interval requires

— distributional assumptions
— no accepted distributional assumptions
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Conclusion

- Thorough measures of performance

Identification

Verification
Watch List
Normalization

Standard Error Estimation

- Applicable to other biometric technology

- Basis for evaluation protocol standard
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replicates

: : VTS
Resampling Techniques 1=
estimator
original sample estimate
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Resampling Techniques

Resampling techniques examine statistics
of subsets, combinations, and permutations
of the original data.

Resampling techniques are almost always
computer intensive.

The most common resampling methods are
the bootstrap and the jackknife.

However, these require Iid.
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Balanced Repeated Replication (BRR)

Strata
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Alternative Titles Perhaps

Biometric Systems: Do they work? How do you find out?

Beyond The Hype:
Measuring Performance of Biometric Systems
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Balanced Repeated Replication (BRR)

Strata
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