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The New Security Reality

verifying traveler identity Is critical

trusted Identity documents must enable
verification of traveler 1D
s authenticate the decument
“this Is a real document™
Sl authenticate the bearer

“you are who you say you are™
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Authenticating the Decumenit

physical security

B secure laminates

= Intaglio printing
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Authenticating the Deocument

digital security

digrtall signature
of Issuer stored

on the
decumenit —
authenticated
at the porat of
InNSpection
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Authenticating the Bearer

use of biometrics on documents has
evolved

= frem pasted on photo

" to stored biometric template

face, finger, Iris
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The Preblem: Securing the
ISStUanece System

Integrity of a document Is compromised
when the Issuance system enables a
document to be iIssued

1. te a persen who s net entitied

2. 10 a persen Who has established multiple ID's

3. By an insider who falsely Issues documents
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receive application

Example: Visa Issuance e —
Sy stem e

approve issuance
set use conditions

personalize visa
marry visa to travel doc

issue visa

forward info to
inspection authorities




Using Biemetres to Enhance
ISsuance System Security,

prevent a document from being Issued to a
person who Is not entitled

= ensure the applicant Is the same person who Is
Interviewed

S ensure the applicant Is the same person who
completes the medical exam

" ensure the applicant Is not on a stop list
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e s Eplp e

collect biometric
image of primary travel
document also taken

complete background check

interview 1:1

reference check

medical check 1:1

previous apps

stop list lookup 1:n

approve issuance
set use conditions

personalize visa

Protect against:
marry visa to travel doc 1. Person not entitled

issue visa

forward info to
inspection authorities




Using Biemetres to Enhance
ISsuance System Security,

prevent a document from being Issued to a

person who has established multiple

identities

" ensure the applicant has not previously applied
fior a decumenit using a diflerent rdentity
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e s Eplp e

collect biometric
image of primary travel
document also taken

complete background check

interview 1:1

reference check

medical check 1:1

previous apps 1:n

approve issuance
set use conditions

stop list lookup 1:n

personalize visa Protect against:

1. Person not entitled
marry visa to travel doc 2 Multiple 1D

issue visa

forward info to
inspection authorities




Using Biemetres to Enhance
ISsuance System Security,

ISsuer authentication

= two-factor: 1:1 bieometric + digital signature

prevent an insider from falsely completing
steps In the Issuance process

" digitally signed audit trail at each stage

® protected access to the issuance database
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Verifying the issuer Verifying the applicant

receive application

collect biometric
1:1 + DS

image of primary travel
document also taken

complete background check
1:1 + DS interview 1:1
1:1 + DS reference check
1:1 + DS medical check 1:1

1:1 + DS previous apps 1:n

1-1 + DS stop list lookup 1:n

1-1 + DS approve issuance

set use conditions

1:1 + DS personalize visa
Protect against:

1-1 + DS marry visa to travel doc 1. Person not entitled
: _ : 2. Multiple 1D
1:1 + DS ISsue visa 3. Wrongful issuer

forward info to
inspection authorities
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